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The State Of Fraud And Financial Crime In The U.S.

INTRODUCTION

raud attacks on financial institutions (FIs) are commonplace. Their
frequency and intensity are on the rise to such an extent that some
executives have become hesitant to innovate. The problem is not pas-
sivity but rather a pervasive sense of being overwhelmed at the scale

of demands and complexity of the challenge.

PYMNTS’ research found that 66% of respondents cited complex regulatory
requirements as a challenge preventing executives from trying new technical
options to protect their organizations. Additionally, 40% of all executives cited
concerns over the potential complexity involved in using new technologies, and
the same percentage also cited the presumed complexity of integrating new tech-

nologies with existing systems as factors inhibiting innovation to combat fraud.

This hesitance to adopt modern tools due to a concern over possible difficulties
in making them work leaves many Fls vulnerable at a time when fraud is rampant.
Because criminals are ramping up the intensity and scale of their financial attacks
— and in some cases targeting consumers directly — many Fls, even those with
comprehensive anti-fraud and anti-money laundering strategies, may struggle to
avoid pervasive losses without modern technology solutions. Although the most
modern forms of financial crime, which include scams presenting as authorized
payments or new money-laundering methods, often elude traditional protections,
data shows that these strikes can be successfully thwarted with the use of real-

time data and analytics powered by machine learning (ML).
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Introduction

A recent survey by PYMNTS finds that Fls using artificial intelligence (Al) and ML report the

lowest levels of financial crimes, including fraud. Though the majority of Fls indicated that

they wish to invest in new, Al-powered tools to block fraud and identify suspected money

laundering, a key problem stands in their way: complexity. In particular, the complexity of

implementation — especially regarding regulatory compliance — can impede adoption.

These findings and more suggest that taking a new approach to fighting fraud and financial

crime may be wise for Fls seeking to protect both their clients and their ability to scale.

THE FRAUDCLASSIFIER®™ MODEL FROM THE FEDERAL RESERVE
This model offers a standardized reporting format for fraud typologies, and it was used to frame this report
and research. See table 3 on page 23.

D) CLASSIFIER

Better Fraud Data. Better Defense.

AUTHORIZED
PARTY

WHO
INITIATED

THE
PAYMENT?

UNAUTHORIZED
PARTY

How was
the fraud
executed?

How was
the fraud
executed?

+

AUTHORIZED PARTY
WAS MANIPULATED

AUTHORIZED PARTY
ACTED FRAUDULENTLY

UNAUTHORIZED PARTY
MODIFIED PAYMENT
INFORMATION

UNAUTHORIZED PARTY
TOOK OVER ACCOUNT

UNAUTHORIZED PARTY
MISUSED ACCOUNT
INFORMATION/PAYMENT
INSTRUMENT

Products & Services Fraud
How was the Authorized
Party manipulated?

Relationship & Trust Fraud

Embezzlement

How did the Authorized

Party act fraudulently? False Claim

Synthetic ID

Compromised Credentials

How did the Unauthorized
Party modify the payment
information?

Impersonated Authorized Party

Physical Alteration

Compromised

Credentials
How did the Unauthorized

Party take over the account?
Impersonated
Authorized Party

Digital Payment
How was the account

information/payment
instrument misused?

Physical Forgery/
Counterfeit

The FraudClassifier™ model was developed by a cross-industry work group to provide a consistent way to classify and understand how fraud occurs across the payments industry. The
FraudClassifier model is not intended to result in mandates or regulations, and does not give any legal status, rights or responsibilities, nor is it intended to define or imply liabilities for
fraud loss or create legal definitions, regulatory or reporting requirements. While sharing and use of the FraudcClassifier model throughout the industry is encouraged, any adoption of the
FraudClassifier model is voluntary at the discretion of each individual entity. Absent written consent, the FraudcClassifier model may not be used in a manner that suggests the Federal
Reserve endorses a third-party product or service.
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The State Of Fraud And Financial Crime In The U.S., a PYMNTS and Featurespace collabora-
tion, is based on a survey of 200 executives working at Fls with assets of at least $5 billion.
The survey was conducted between April 29, 2022, and June 3, 2022. Surveyed executives
held leadership responsibilities in fraud and risk operations, money laundering, fraud strat-
egy, fraud analysis, technology and data science; 177 of our respondents held responsibilities
in fraud management, 39 had responsibilities in data science and technology and 20 led
anti-money laundering (AML) efforts, with some executives responsible for a combination

of the above.

This is what we learned.

-

TWO-THIRDS OF FIs HAVE

0 1 EXPERIENCED AN INCREASE
IN THE VOLUME OF FINANCIAL
ATTACKS, WITH SMALLER Fls
GETTING ATTACKED MOST.

We found that 62% of all Fls experienced an increase in financial crime, and
an even greater share of smaller FIs — those with between $5 billion and $25
billion in assets — experienced such an increase. Smaller Fls were also most

likely to have faced an increase in the dollar value of fraudulent transactions.

FEATURE
PYMNTS

SPACE




Introduction | 07

FRAUD RATES INCREASED

0 2 FOR ALMOST ALL PAYMENT
METHODS, ESPECIALLY
CREDIT CARDS.

Fraudsters especially targeted credit cards: 64% of Fls reported an
increase in fraud attacks using them. For comparison, 52% of Fls noticed
attacks on debit or prepaid cards increased. In addition, we found that

32% of firms saw an increase in fraud rates related to payments made

with Venmo and 51% of firms saw an increase in fraud rates related to

payments made with Zelle. l

CRIMINALS’ APPROACHES ARE

0 3 BECOMING MORE SOPHISTICATED,
AND MOST FIs CONSIDER THIS
TO BE A PROBLEM.

Our research showed that a majority of Fls saw criminals’ increasing use
of sophisticated methods to target their organizations and their clients as
a significant problem in their efforts to fight financial crime. Approximately
one-quarter of the largest FIs by asset size consider this to be the most

important challenge they face, leading all others.

© 2022 PYMNTS.com All Rights Reserved
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0 4 NEARLY ALL AML EXECUTIVES
ARE HIGHLY MOTIVATED TO FIGHT
FINANCIAL CRIME AND FIND
NEW METHODS TO MAINTAIN
AML COMPLIANCE.

Our research reveals that 95% of AML executives consider it a high priority to use
innovative solutions to improve fraud detection and AML compliance. That said, 85%
of these executives are concerned about the complexity of integrating new technol-

ogies to help their organizations fight financial crimes.

THE COMPLEXITY OF COMPLIANCE

U 5 AND THE CHALLENGE OF
INTEGRATING NEW SOLUTIONS
ARE BARRIERS IMPEDING THE
PREVENTION OF FUTURE ATTACKS.

Our research revealed that 52% of FlIs that experienced a high rate of relationship
scams found the complexity of regulatory compliance a hindrance to adopting
new solutions to fight financial crime. In addition, 40% of FIs found new technol-
ogy integration as a challenge that slowed or halted their efforts to implement

innovative solutions to mitigate financial crime risk.
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P

Al- AND ML-BASED SOLUTIONS

U B ARE PROVING TO BE EFFECTIVE:
FIs DEPLOYING THEM REPORTED
THE LOWEST LEVELS OF FRAUD
AND FINANCIAL CRIME.

‘ Fls that employ ML-, Al- or cloud-based platforms to mitigate fraud risk had the
smallest shares of transactions lead to fraud losses among respondents to our sur-

vey. Overcoming implementation challenges can thus make a sizable impact in overall

4

fraud-fighting effectiveness.

T
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FRAUD’S

RISING TIDE

raud attacks are becoming more commonplace
among Fls, and the Fls least capable of absorbing

these losses experienced the highest rates of fraud.

Our research revealed that 59% of Fls experienced an
increase in overall fraud rates in the past year, with fraud loss
rates averaging 1.29 basis points per transaction. Smaller Fls were
hit especially hard, with 71% of these Fls reporting increased fraud
rates and an average loss of 1.75 basis points per transaction. In
addition, 77% of sampled firms that had fraud losses between

$2.5 and $5 million — which we deem to be relatively high —

experienced an increase in overall fraud rates.
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IN THE PAST YEAR.

Fraud’s rising tide

FIGURE 1:

FRAUD AND FINANCIAL CRIME MEASURES
Share of FIs that measured select changes in
fraud and financial crime measures year over year

The volume of fraudulent transactions
62.0%

21.5%
16.5% I

The overall fraud rate

58.5%
23.0%
18.5% I

The dollar cost of fraudulent transactions
57.5%

29.0%
13.5% I

The overall false positive rate

42.5%
40.0%
17.5% I

Increased
About the same

M Decreased

Our research found that the increase in fraud encompassed most payment methods issued
by Fls, although credit cards were especially targeted. Fraud rates related to credit cards
increased year over year for 64% of Fls, whereas 51% of Fls reported an increase in fraud
related to Zelle and 32% related to Venmo. Nonetheless, our research did not find that

Zelle, Venmo or other real-time payments systems posed elevated risk for Fls.

© 2022 PYMNTS.com All Rights Resen
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FIGURE 2: There were also differences in the rates of
INCREASES IN FRAUD AND FINANCIAL CRIME

Share of FIs that measured increases in fraud fraud attacks experienced by Fls with var-

and financial crime, by asset size

The volume of fraudulent transactions

45.5%
56.5%
64.6%
70.6%

The overall fraud rate

40.9%
47.8%
58.3%
70.6%

The dollar cost of fraudulent transactions

47.7%
47.8%
54.2%

671%

The overall false positive rate

38.6%
30.4%

A1.7%
48.2%

The State Of Fraud And Financial Crime In The U

N = 200: Complete responses, fielded April 29, 2022 - June 3, 2022

More than $5008B
B $100B to $500B
W $25B to $100B
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ious asset classes with respect to specific
payment methods. Smaller Fls had the
highest rates of increased fraud attacks in
credit cards, with 66% reporting increased
attacks on that payment method, and
prepaid or debit cards, with 61% report-
ing increases. Smaller Fls also saw the
highest rates of increased rates of fraud
among peer-to-peer (P2P) and rapid pay-
ment methods: 56% reported increased
fraud attacks using Venmo in the past
year, 51% reported increases using Zelle,
48% saw increases using PayPal and 42%
saw more fraud attacks using instant and
real-time payment rails. Among the largest
Fls, 63% reported increased fraud attacks
via wire, 44% cited increases among buy
now, pay later (BNPL) options and 38%

saw increases in cash-based fraud.
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TABLE 1:

INCREASES IN FRAUD RATES IN THE LAST YEAR
Share of executives citing increases in fraud rates across payment methods in the last 12 months compared
to the prior 12-month period, by asset size

ASSET SIZE
$5B to $25B $25B to $100B  $100B to $500B  More than $500B
+ Credit card or purchasing card 66.2% 65.9% 65.2% 56.8%
* Another digital wallet 55.6% 63.3% 52.6% 58.8%
» Another P2P app 72.7% 53.8% 55.6% 52.2%
* Prepaid or debit card 61.0% 46.8% 28.6% 53.7%
« Zelle 51.2% 68.2% 571% 33.3%
* Wire 39.7% 33.3% 50.0% 63.2%
* Cryptocurrency 60.0% 75.0% 50.0% 0.0%
» Bank account transfer 37.8% 31.8% 33.3% 38.2%
* Check 31.0% 50.0% 41.2% 35.3%
* Instant or real-time payments 42.3% 231% 44.4% 29.2%
* BNPL 40.0% 25.0% 40.0% 44 4%
* Venmo 56.6% 25.0% 42.9% 17.6%
+ Cash 30.0% 32.5% 28.6% 37.9%
« Apple Pay 31.3% 40.6% 444% 22.2%
» PayPal 48.3% 241% 26.7% 30.6%
» Google Play 23.5% 281% 42.9% 16.0%
* Samsung Pay 35.5% 21.2% 20.0% 19.2%
* Regular ACH 27.5% 15.6% 111% 21.4%
* Same-day ACH 7.9% 18.5% 25.0% 17.2%
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TABLE 2:

FRAUD RATES ACROSS PAYMENT METHODS
Share of Fls that noticed changes in fraud rates in select payment methods in the last 12 months compared
to the prior 12-month period

CHANGES IN FRAUD RATES

Increased About the same Decreased
+ Credit card or purchasing card 63.8% 26.5% 9.7%
» Another digital wallet 577% 31.4% 10.9%
» Another P2P app 571% 321% 10.7%
* Prepaid or debit card 52.4% 26.2% 21.5%
« Zelle 50.5% 33.9% 15.6%
* Wire 44.8% 36.4% 18.8%
* Cryptocurrency 33.3% 33.3% 33.3%
» Bank account transfer 35.9% 42.5% 21.6%
* Check 37.8% 421% 201%
* Instant or real-time payments 32.9% 48.2% 18.8%
* BNPL 391% 17.4% 43.5%
* Venmo 31.7% 41.5% 26.8%
* Cash 32.0% 39.9% 281%
« Apple Pay 33.0% 40.0% 27.0%
» PayPal 33.0% 37.6% 29.4%
» Google Play 257% 56.2% 181%
* Samsung Pay 25.0% 57.0% 18.0%
* Regular ACH 21.7% 59.2% 19.2%
* Same-day ACH 151% 64.2% 20.8%

© 2022 PYMNTS.com All Rights Reserved
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COMPLEXITY IMPACTS

FIs° AML EFFORTS

xecutives responsible for AML strategy and operations
highly value innovation and are proactive in their pur-
suit of solutions to fight financial crimes. However,
despite their interest in new risk-mitigation strategies,
most survey respondents showed concern over the complexity

of the solutions that they found.
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Complexity impacts Fls’ AML efforts

THE WAIT AND SEE PARADOX:

For Fls that have not yet integrated new anti-fraud and AML solutions, the perception of the
potential complexity is a significant hindrance to modernization. The executives surveyed
who did not adopt modern AML and anti-fraud strategies did so not because there were no
available technical solutions that could be integrated with their existing technology stacks
or strategies, but because they were convinced that doing so would be too difficult. We
found that 66% of executives expressed concern that regulatory standards are too com-
plex and their solution might not manage all of their compliance needs, 58% thought that
modern fraud schemes were too sophisticated and no solution could be effective and 49%
worried that the increasing rates of fraud would somehow overwhelm any system that

they would adopt.

This suggests that executives are simply waiting for the right battle-tested solution, rather
than passively standing aside as fraud rates climb. This also falls in line with findings that
show that 59% of executives wait until they believe that technical solutions are well devel-
oped, widely accepted or both before looking for alternatives to or technical solutions for
their existing AML and anti-fraud approaches. However, those who wait at all end up report-

ing significantly higher fraud losses than those who are brave enough to be first movers.

17
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FIGURE 3:

PERCEIVED IMPORTANCE OF INNOVATION AND IMPROVEMENT
Share of executives who place select levels of priority on innovating new solutions or improving detection
and prevention systems to combat fraud and financial crimes, by area of specialization and technologies

used to combat fraud and financial crimes

Average

61.0%
29.0% I——
10.0% .

AREA OF SPECIALIZATION

Fraud

58.8%
30.5%
10.7%

Data science/technology

821%
15.4%
2.6%

Money laundering

95.0%
5.0% I
0.0%

TECHNOLOGIES

Fraud scores provided by payments processor
57.9%

30.2%
11.9%

Fraud prevention APIs

58.7%
32.2% I—
91% Il

Cloud-based fraud and financial crimes platform

77.9%
20.4%
1.8% N

Rules-based algorithm

65.0%
25.2% I
9.7% Il

Machine learning or Al
86.3%

13.7% .
0.0%

d Financial Crime In Th

lete responses, fielded April 2
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AML executives are on the front lines of
the fight against money launderers, and
their day-to-day view of their organiza-
tions’ risks likely influences their openness
to new technical options. PYMNTS’ data
reveals that 95% of AML executives view
the use of innovative solutions to fight
money laundering risk and improving
fraud detection as high priority, exceeding
the 82% of data science executives and
59% of fraud executives that share that
view. There were institutional differences
as well: Fls already using modern technol-
ogies tended to prioritize the integration
and use of modern AML and anti-fraud
techniques. Our research also found that
86% of institutions that use ML or Al give
high priority to innovative AML and anti-
fraud solutions and 78% of those that use

cloud-based fraud platforms do as well.

High priority
B Moderate priority
B |ow priority



60.5%
58.8%
59.0%
50.0%

39.5%
40.7%
38.5%
85.0%

40.0%
38.4%

61.5%
85.0%

40.0%
38.4%
56.4%
85.0%

38.0%
36.7%
53.8%
65.0%

30.5%
30.5%
38.5%
75.0%

24.0%
24.9%
20.5%
50.0%

FIGURE 4:

KEY INHIBITING FACTORS

Share of executives citing select factors that
inhibit innovation or adding new features to
existing solutions, by area of specialization

Regulatory constraints or difficulties

Complexity of using new technology systems

Difficulties integrating new solutions to system
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Higher data management costs

Available technology

Higher priority given to other areas of innovation

The State Of Fraud And Financial Crime In The

N = 200: Complete responses, fielded April 29, 2022 - June 3, 2022
Average
W Fraud
M Data science/technology

B Money laundering

Complexity impacts FIs’ AML efforts

In addition, our research showed that AML
executives are worried about making mod-
ern AML and anti-fraud solutions feasible
for their organizations. We found that 85%
expressed concern over the complexity of
new technology systems, the cost of inno-
vations and integrating new solutions with
existing systems. Executives in the areas
of fraud and data science are far less likely
to be concerned, with only 39% of data
science executives viewing the complexity
of using new systems as inhibiting inno-
vation and 41% of anti-fraud executives

sharing this view.

%
9%
OF AML EXECUTIVES
VIEW IMPROVING
FRAUD DETECTION
AND THE USE OF
INNOVATIVE SOLUTIONS
TO FIGHT MONEY

LAUNDERING
AS HIGH PRIORITY.
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FINANCIAL CRIME

AND FRAUD:
INCREASINGLY SOPHISTICATED,

DIGITAL AND COSTLY

riminals’ use of sophisticated digital methods to commit financial
crimes, including fraud, is a key challenge facing Fls, especially
those with assets over $500 billion. That sophistication is causing
executives concern. Our research revealed that 58% of Fls noticed
increasing sophistication in the financial crimes they experienced and saw this
change as a challenge to protecting the organization, with 16% identifying it as
their biggest challenge. PYMNTS’ data finds that 25% of institutions with assets
in excess of $500 billion mentioned the increasing sophistication of fraud as
the most important challenge, implying that the issue is most pressing for Fls

with greater resources.
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Digital payments are at the heart of FIs’ innovation efforts, but such payments
also present a challenge to organizations still struggling to find the right risk
management solution. Digital payments misuse accounted for 21% of the total
number of fraudulent transactions and cost FIs an average total of $120 mil-
lion last year. Fraud resulting from relationship, product and service scams
combined represented 22% of total fraud and cost Fls an average total of
$102 million. Misusing digital payment account information is the single leading
source of fraud and represents above average transaction values. Regardless
of their size, all FIs we surveyed have been targets of these two types of fraud.

© 2022 PYMNTS.com All Rights Reserved
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DIGITAL PAYMENTS MISUSE
ACCOUNTED FOR 219% OF

THE TOTAL NUMBER OF FRAUDULENT
TRANSACTIONS LAST YEAR.

. CHALLENGES ENCOUNTERED IN COMBATING FRAUD AND FINANCIAL CRIMES
\Share of Fls that reported facing select challenges in the preceding year, by perceived level of challenge

Complex regulatory requirements Cost of adopting new technologies
21.0% 10.0%
44.5% H— 22.5% I
65.5% I—— 32.5% I
Increasing sophistication of fraud schemes Loss of customers and revenues
15.5% 5.5%
42.5% I—— 26.0% I
58.0% II—— 31.5% I
Increased speed of payments Cost of adopting new technologies
5.0% 5.5%
51.5% I— 20.5% I
56.5% I 26.0% I
Financial sanctions compliance Inability to identify fraudulent transactions
6.5% 3.0%
45.0% I— 16.0% I
51.5% I— 19.0% I
Increasing number of fraud and financial crimes Organizational design
13.5% 3.0%
35.0% I— 15.0% .
48.5% I 18.0% I
Cyber and data breaches Inability to integrate with new solutions
10.0% 1.5%
36.5% I— 11.0%
46.5% I—— 12.5% I
Source: PYMNTS
The State Of Fraud And Financial Crime In The U tember 2022

N = 200: Complete responses, fielded April 29, 2022 - June 3, 2022
Biggest challenge
B Mentioned, but not biggest challenge
B Total selected challenge
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Financial crime and fraud

TABLE 3:

FRAUDCLASSIFIERS™ MODEL
Share of transactions classified as specific types of fraud under the FraudClassifiers™™ Model, as a percentage
of total transactions and as a percentage of total dollar value, expressed as total losses in millions

Total number Total Total
of transactions dollar value losses
UNAUTHORIZED PARTY
Misused account information
» Physical forgery/counterfeit 6.9% 7.6% 41M
+ Digital payment 20.9% 22.4% 120M
Account takeover
* Impersonated authorized party 10.6% 11.5% 62M
+ Compromised credentials 9.8% 101% 54M
AUTHORIZED PARTY
Unauthorized party modified payment information
* Physical alteration 3.4% 3.8% 21M
* Impersonate authorized party 7.3% 2% 39M
+ Compromised credentials 8.5% 8.4% 45M
Authorized party acted fraudulently
» Synthetic ID 4.6% 4.6% 25M
* False claim 2.4% 21% 1M
* Embezzlement 4.0% 3.3% 18M
Authorized party was manipulated
* Relationship or trust fraud 12.7% M.7% 63M
» Products or services fraud 8.9% 7.3% 39M

© 2022 PYMNTS.com All Rights Reserved
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A TRIPLE THREAT:
COMPLIANCE COMPLEXITY,
FINANCIAL CRIME

AND TECHNOLOGY INTEGRATION

hough Fls that have been victims of financial crimes would like to
use innovation to combat scams, many cite regulatory require-
ments and difficulties integrating new solutions as barriers

impeding them from doing so.

Our research showed that 52% of Fls that experienced what we consider to
be a high rate of relationship scams — impacting between 60% and 100% of
their total number of transactions — reported that maintaining compliance
with regulations was inhibiting innovation. We found that 41% of Fls that expe-
rienced scams involving products or trust impacting between 40% and 60% of
the total number of transactions cited difficulties integrating new anti-crime

solutions into existing systems.

Although 40% of Fls mentioned technological complexity as an inhibiting factor
to innovation, that group is made up mainly of FIs that consider innovation to

be a low priority.
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TABLE 4:

INNOVATION STRATEGIES’ EFFECTIVENESS ON FRAUD RATES

Share of FIs with select strategies when launching innovative solutions and average
percentage of transactions in basis points that resulted in fraud losses for Fls that employed

select strategies

Share of Fis Average
with select percentage of
strategies transactions
* Launch innovative solutions 10.0% 0.45
before others
* Wait for evidence of emerging trends, 31.0% 1.20
then act quickly to launch
« Wait until innovative solutions are well-developed, 21.0% 1.26
then integrate the most accepted solutions
* No new solutions added until they are 38.0% 1.61

widely accepted in the marketplace

Overall, our data shows that Fls that place a high priority on innovative solutions
are more likely to act quickly to launch new solutions to fight financial crime.
Yet organizations that have experienced higher rates of transactions resulting

in fraud losses show significant hesitance in trying anti-crime solutions before

they have become widely accepted in the marketplace.

© 2022 PYMNTS.com All Rights Reserved
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Al AND ML

FIGHT FRAUD BEST

inancial institutions using Al and ML report lower levels of
fraud and financial crime than those not using these solu-
tions, and 71% of large FIs now plan to innovate new solutions
or improve detection and prevention systems to better com-

bat fraud and financial crimes.

Our research shows that 71% of Fls plan to improve their use of these
solutions within the next six to 12 months. Smaller Fls are the most
likely to be adding new technology in the next six months: 43% of these
institutions plan to do so. This may reflect the fact that Fls already using
ML and Al or cloud-based platforms to combat fraud report the lowest
rates of transactions leading to fraud losses. Overall, ML and Al com-
bined with other technologies are the most effective technologies Fls

can use to combat fraud.
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TABLE 5:
PLANS FOR IMPROVING EXISTING FRAUD- AND FINANCIAL CRIME-FIGHTING SOLUTIONS

Share of FlIs that have planned select actions, and share of Fls planning to add new technologies,
by asset size

ASSET SIZE
AVERAGE
$5B-$25B $25B-$100B  $100B-$500B $500B+
ACTION

* Improve communication 64.0% 61.2% 56.3% 60.9% 79.5%
with customers

* Initiate/increase the use of 46.0% 38.8% 271% 65.2% 70.5%
ML/Al models

» Initiate/increase the use of 44.0% 35.3% 45.8% 52.2% 54.5%
cloud-based platforms

» Initiate/increase the use of 35.0% 18.8% ANT7% 47.8% 52.3%
deep learning systems

» Develop new in-house systems 20.0% 8.2% 29.2% 30.4% 27.3%
for fraud and financial crimes

< Outsource detection and 17.0% 12.9% 16.7% 261% 20.5%
prevention to a third party

* No plan 18.0% 24 7% 20.8% 13.0% 4.5%

TIME PERIOD

* Next two years 19.9% 31.4% 14.3% 10.0% 15.0%

* Next 12 months 42.5% 52.9% 34.3% 30.0% 42.5%

* Next six months 281% 9.8% 42.9% 35.0% 35.0%

* In the process 9.6% 5.9% 8.6% 25.0% 7.5%

N = 200: Fis planning select actions; N = 146: FIs planning to add new tect

© 2022 PYMNTS.com All Rights Reserved
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CONCLUSION

inancial institutions searching for ways to combat
increasingly sophisticated forms of financial crime and
fraud must also stay compliant with regulations when
trying new technical solutions. This research reveals that
Fls implementing Al- and ML-powered solutions have the greatest
success in mitigating financial crime risk. However, the implemen-
tation of these new anti-crime solutions can be a challenge for Fls

of any size.

This research also indicates how Fls of differing asset sizes can over-
come these challenges and achieve simplicity. The relative cost and
complexity of fighting modern fraud may lead smaller FIs to consider
partnering with service providers who can deliver high-performing

services at an economy of scale.



Mid-size Fls need to overcome their relatively high fraud rates and
high total cost of fraud to release resources for innovation. To achieve
this, they can invest in modern technologies, including Al and ML, to

improve results and operational efficiencies.

Larger Fls are more likely to already have invested in modern tech-
nologies, but the high total cost of fraud among those larger Fls
would indicate that technologies are not currently optimized. Explor-
ing deep learning and other innovations could help them manage
false positive ratios as fraud volumes keep rising, and support them

as they tackle emerging fraud threats.

A self-learning anti-fraud and financial crime technology that offers
advanced anti-fraud and compliance features and simple integration
with existing technology will provide Fls and their customers with the

best protection against financial crime and fraud loss.

"
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METHODOLOGY

he State Of Fraud And Financial Crime In The U.S., a PYMNTS

and Featurespace collaboration, provides the first com-

prehensive data and analysis on fraud and financial crime

from the perspective of the largest Fls in North America.
We conducted a survey of 200 executives at Fls with assets of at least
$5 billion from April 29, 2022, to June 3, 2022, to uncover how Fls will
adapt to the rising challenge of fraud and financial crimes. Of the firms
surveyed, 43% had asset sizes between $5 billion and $24.9 billion, 24%
between $25 billion and $99.9 billion, 12% between $100 billion and
$499.9 billion, and 22% had assets greater than $500 billion.
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PYMNTS is where the best minds and the best content meet on
the web to learn about “What’s Next” in payments and commerce.
Our interactive platform is reinventing the way in which companies
in payments share relevant information about the initiatives that
shape the future of this dynamic sector and make news. Our data
and analytics team includes economists, data scientists and industry
analysts who work with companies to measure and quantify the
innovation that is at the cutting edge of this new world.

Featurespace is the world leader in enterprise grade technology that
prevents fraud and financial crime. With a mission to make the world
a safer place to transact, Featurespace helps banks and financial
institutions protect customers, and reduce risk and business operating
costs by providing industry-leading machine learning, financial crime
prevention solutions.

Featurespace invented Adaptive Behavioral Analytics and Automated
Deep Behavioral Networks and is the first to profile both genuine
and fraudulent behavior to identify and block criminal activity in
real time. Both are patent pending technologies that are central to
Featurespace’s award winning ARIC™ Risk Hub.

Over 70 direct customers and 100,000 financial institutions have put
their trust in Featurespace’s technology including HSBC, NatWest,
TSYS, Worldpay, Margeta, Contis, Danske Bank, Akbank, Edenred and
Permanent TSB. Founded in 2008, and headquartered in Cambridge,
UK Featurespace has a team of over 400, operating globally from
seven locations.

We are interested in your feedback on this report. If you have questions, comments or would

like to subscribe, please email us at feedback@pymnts.com.
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The State Of Fraud And Financial Crime In The U.S., a PYMNTS and Featurespace collaboration,
is based on a survey of 200 executives working at Fls with assets of at least $5 billion. The survey
was conducted between April 29, 2022, and June 3, 2022. Surveyed executives held leadership
responsibilities in fraud and risk operations, money laundering, fraud strategy, fraud analysis,
technology and data science; 177 of our respondents held responsibilities in fraud management, 39
had responsibilities in data science and technology and 20 led AML efforts, with some executives
responsible for a combination of the above.




